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° BFET BEreHEE
Kerberoasting 09:49:53, 2024-05-31
A ALSID e v

Zerologon BFFI A 09:47:09, 2024-05-31
A ALSID e v

Golden Ticket 09:26:56, 2024-05-31
A ALSID e v

2. R flE $5 AR Y B L 42 3 v 1) AN AR, A 7 A B AR A ) PR DU AT D
o MUEE SR Yy )
° BB
° MBI
° W B HAR

° MITRE ATT&CK® & =

° YARA {5 U 5 Al
o HAt & IR
BRI AN BORE B IGERI, fn  B] i ais, 3 RG BOAE TAS B 2] R 81 B 180
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o [ APBTOOLS A |GnldenTl:ket “E'Ef[)mwms( (prod) > BERY

4. TERBE 1% 5| FEH B2 1t 5 B /£ Active Directory (AD) % 2E 2 Ff & B2 1 & Al
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(Otenable identity Exposure
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[
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ALSID
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HEHRRA Hithrri
; ) § D MITRE ATT&CK description
Kerberoasting B—Fl$lE Active Directory BBFSIRE BB, LESNENEBNNESY. HIERCSSWRERTE, HEEsens

IEEBE, FARBRISHESIITRA. Kerberoasting WARRIEEREC Tenable Identity Exposure ESIEIMEATING, LISZHEES g e T (TG g s Prong P
NSRS THE RS HEET. B e

EFEIES newadminforgt RIBIFE Tenable identity Exposure FiBIRS s-1-5-21- -1 2043 89
BEREERTRIELE. WESSERES 10.200.200.5 ( APILAB-TOOLS ) #iT, TLL dc-vm (10.0.2.34) REF. ERETEEER
#HEFFE R Service Principal Name (SPN) BEFE Kerberoasting I8, MRZNER T B0aERRESSZENSNEFRES, R

WERANY, WEETRESRENETER, ETERKESEAG,

MITRE ATT&CK® &3

« 1p:T1558.003

- FiEEE T1558

« ¥ TAO006

« & Linux, Windows, mac0S
- FEER amRE. BER

FYARA i 1 #7 HI 122 5] 42 % 42 {45 B Tenable Identity Exposure F A 75 48 % J& 4% 15
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o

ALSID:

ELEmEE X
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Q

EAIE AR & R
ALSID

1EFFFREM

itz YARA {HRIIRE)

1 rule invoke_kerberoast

{

meta:
4 description = "Detects Invoke-Kerberocast™
author = "Tenable.AD"
comment = "It is used to perform a Kerberoasting attack against the domain (PowerSploit and Empire tools).”
referencel = “https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-Kerberoast.ps1”

date = "2819-85-30"

18 strings:
11 $authors = "Author: Will Schroeder @haum]ey @machosec” nocase
12 $heuristic = "function Invoke-Kerberoast {" nocase
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PH B BT B R, SN 5 G 9 L e o v T O AR R A
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¢ |ndicators of Attack

¢ Customize an Indicator

o WBIFEH T
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L mymAER:

a. 7t Azure & # N\ D49 uk v, B T A A2 X ek i 1 1

b. & — T+t

c. % JE MR A4 (#1: T Tenable Identity Collector ). J: fih 158 I8 ] L% B4 YH 3% 18 .
d. %~ FTEEM .

e. fEULHTE L EHME RIS =5 b, 58 FTEMFEX (H Fom) IDIATH 8% (71 A
F)IDJ, R4 7E o 53 38 Microsoft Entra ID FLH F: B BE i & 5 Eig e & )
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g Tenable identity collector = - x
B ] = = @ pewte & Endpoints Bl Preview features
| B overview
v Esperitialy
i Quickstart
s play name Chenl credinbals
" Ietegration assistant Tenabde idertity collector D corificate. 4 secred
3 Disgnose and sobet problems | Application iclient) 1D | FRedirect Uz
T M fukd 5 Recheect LIRS
¥ Manage Clnet ID Application 1D URI
B Branding & properies i Zutamdpaiabin Dl
Dnnectary Renant]) iD Managed spplication in local dinsctory
D Authenication ‘Tenable identity scillecior
T Certificates & secrets Supported account types
My crgynizaiicn ooy
! Token configuration
B AP pRIvEong a Starting bone 30vh, 2020 we will rs langer add any new featunes 1 Asure Active Disectony Authentication Libeary [ADAL) and Azure Astive Dinectory Graph We X
wll Comtiese 1o pronade bechmical SUPPORT and security updates but we will no longer provide festure updates. Applications will need to be upgraded 1o
G Expose an AF1 Microsoft Authentication Library (MEAL) and Microsoft Gragh, Leson moce
B app roles
Get Started  Dscumentation
S Oramars

. Rotes and adeninistrators
B Marifest Build your application with the Microsoft identity platform

' Suppont + Treubieshodting The Micrasoft adentity platform is an authentication service, open-source ibraries, and application management

Tels, You can oreate modern, Mandiedd-bated uthenticaion sehuliond, 300esd and protect AP, snd add Sign-

=
s M support request i 0T yOur USers g Customers, Learn morepT

> FHBEEEARR:

a. {f Azure & B\ DA uk , BH T B8 A A2 Xk i ) 1
b. 4% — F &g L E AR

c. fELAMIIRERS, H— TIRERENR.

d. & — NI+ A PIHERR.
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https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickStartType~/null/sourceType/Microsoft_AAD_IAM
https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickStartType~/null/sourceType/Microsoft_AAD_IAM
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e. 7ETERA 177 Mo, 40 00 b o5 T8 6 A 40, LA R 765 0 J RO 0 T30 001 3 0 R 1
3 31390 1 R

f. B HEEMAELENAE, B & Azure R & BoR — X B BS{E, 1 H — B % 05 E K
HC 0 ZH T O

-

3 mMRERAERAER:

a. f£ Azure & BN D148 u o, BT B R Gk ) A i
N RS E AR

CAEA MR R, % — T TAPIHERR 1.

. BRI M User.Read HE R :

Home > App registrations > Tenable Identity Collector

O

O

o

- Tenable Identity Collector | API permissions = -

© O netih | £ cotfesdback

B overview
& Quickstart Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions sheuld include

#  Integration assistant i
# g all the permissions the application needs. Learn more about permissions and consent

Manage

= Branding & properties

3 Authentication

-+ Add apermission ~ Grant admin consent for t8gdy

API / Permissions name

 Micrasaft Gragh (1)

Type

Description

Admin consent requ...  Status

Certificates & secrets
Delegated  Sign in and read user profile No

m
1I! Token configuration Remove permission

2 API permissions

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& Expose an AP

e. 1% TT+HWHER:
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https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickStartType~/null/sourceType/Microsoft_AAD_IAM

O

Home > App registrations > Tenable Identity Collector

—- Tenable Identity Collector | APl permissions =

|P Search | « O Refresh ,'.\; Got feedback?

B . . ; .
# Overview A\ You are editing permissian(s) to your application, users will have ta consent even if they've already done so previously.

& Quickstart

;.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

B Branding & properties

3 Authentication + Adda permission Grant admin 0
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
1l Token canfiguration No permissions added

2 AP| permissions

& Expose an AP To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

App roles
&8 Owners
ik Roles and administrators

Ml Manifest

f. 10X I Microsoft Graph| :
Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

- Microsoft Graph
‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
=4

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePeint, Planner, and more through a
single endpoint.

Azure Communication ™y Azure Rights Management
& Services g Azure DevOps L& Services
Rich communication experiences with Integrate with Azure DevOps and Azure Allow validated users to read and write
the same secure CPaas platform used DevOps server protected content

by Microsoft Teams

g ETERAEXER T ZIRMBER D).
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Request APl permissions

< All APIS
@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

h. A5 B a8 & 41, SRR BT 51 B A REIR
° AuditlLog.Read.All
° Directory.Read.All
° IdentityProvider.Read.All
° Policy.Read.All
° Reports.Read.All
° RoleManagement.Read.All
° UserAuthenticationMethod.Read.All
o TR RERR .
ot TFTH <HAFPEB>BRTEEIFAR], SR - TITR IR
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Home > App registrations > Tenable Identity Collector

- Tenable Identity Collector | API permissions =

‘P Search | « O Refresh ,é? Got feedback?

P .
# Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

‘/.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracass. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

EE Branding & properties

2 Authentication + Adda permission | ~* Grant admin consent for
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
il Token canfiguration ~ Microsoft Graph (7) o
2 API permissions AuditLog.Read All Application  Read all audit log data Yes 4\ Not granted for -
@ Expose an API Directory.Read.All Application Read directory data Yes A\ Not granted for e
B App roles IdentityProvider.Read All Application  Read identity providers Yes 4\ Not granted for -
8 Owners PolicyRead.All Application  Read your organization's policies Yes A\ Not granted for
ab Roles and administrators Reports Read All Application  Read all usage reports Yes A\ Not granted for eee
H Manifest RoleManagement.Read All Application  Read role management data for all RBAC providers Yes 4\ Not granted for e
Support + Troubleshooting UserAuthenticationhethod.Reac Application  Read all users' authentication methods Yes 4\ Not granted for
2 Troubleshooting
L New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Home > App registrations > Tenable Identity Collector
- Tenable Identity Collector | APl permissions =
‘P Search | « O Refresh }E{j Got feedback?
B Overview @ Successfully granted admin consent for the requested permiss
& Quickstart
‘/.' Integration assistant
Configured permissions
Manage Applications are autherized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
B2 Branding & properties
3 Authentication + Adda permission ~*" Grant admin consent for
Certificates & secrets API / Permissions name Type Description Admin consent requ...  Status
Token configuration ~ Microsoft Graph (7)
=~ API permissions Auditlog.Read. Al Application  Read all audit log data Yes @ Granted for
& Expose an API Directory.Read All Application  Read directory data Yes @ Granted for
App roles IdentityProvider.Read.All Application  Read identity providers es @ Granted for
&8 Owners PalicyRead All Application  Read your organization's policies Yes @ Granted for
i, Roles and administrators Reports.Read All Application  Read all usage reports Yes @ Granted for
M Manifest RoleManagement. Read All Application  Read role management data for all RBAC providers Yes @ Granted for
Support = Troubleshooting UserAuthenticationMethod Reac Application  Read all users’ authentication methods es @ Granted for o
s Troubleshoating
& New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
. N 2L 2y 4
4. 1f Microsoft Entra ID " it & T 5 4 B3k & 1%
o RN . N y Ay
a. 7t Tenable Vulnerability Management ' % 57 Microsoft Azure 28 7Y /9 B 5% .

b. 8T 8 1 B s Uy vk, A0 E N BB AE 2 AR P BB EL AL P IDS JE AT AE 5 ID A
F 5 i 5 B8G

¥ FH Microsoft Entra ID 37 4%
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CN=SYSTEM,CN=WELLKNOWN SECURITY PRINCIPALS,CN=CONFIGURATION,DC=TCORP,DC=L. DOMAIN ADMINS A TCORP

p P

DOMAIN CONTROLLERS ~ A TCORP © SRR
* WA DACL ADMINISTRATORS A TCORP
* RAHAE

¢ O /

» Q—F0]

HALWELCH@TCORP.XYZ A TCORP

WMERREERKE:

T 5 92 S5 O LR 2, I 5 0 T, 4 ) T O
A RO, ST B St T D (R AR e 2 AR S 98 6 A D
BT

1. 1f Tenable Identity Exposure ', #% — T~ S e % L0 T B BB,
I %2 B A ) 7 A B B R

2. fEMIET, % — TTEERB.

3. ETH B WM 177 ¥R b iy N & I 44 7

4 i+ @ Ew.

Tenable Identity Exposure & 57~ 18 13 & 2 1 2% 1% DL & & 2 2 ] 1 B AR o

-33-



O
5. 4% — N ¥ A [ 5 _E A B s DUBR R e M 2 ) D B AR

B

wEREE pEsR e #&% Domain Controllers [ 4 japan Domain . [

» WaEWE
* FEmA

* RADACL
¢ BARSE

w

PUE-S AR B 3T

7 ah 2 [

Attack Relations

Identifying Tier 0 Assets

Accounts with Attack Paths

Attack Path Node Types

-34 -


../../../../../Content/User/AttackPath/attack-relations.htm
../../../../../Content/User/AttackPath/tier0_assets.htm
../../../../../Content/User/AttackPath/accts_w_attack_path.htm
../../../../../Content/User/AttackPath/attack-path-node-types.htm

EHEEH

s A THRMOBEERA 2o EHEU AT, S HEGARMER. 85T
AT BLBE 3R 52 75 SR AT R I A

o FEFR :REIR 5 54 H % 7] 7£ Tenable Identity Exposure 17 HX ) N2 F1 kAT 1) 81 . 3 £
Tk s B R . B HEE & L R e fR AR, DA AT s IR R a1 .

 #l B 3% %€ : Tenable Identity Exposure 7t 7/ # #E PR & [# [ %€ /£ Active Directory H 1) 47 & 44
s A A BN L R R A TN o b R LR AR A (A R R O A € AN B AT A BOME B
Kl

U i

* W3R K Active Directory 2241 - Al (1) 47 HUA% il T 55 R A€ # 4 A7 BURSURK & 73 & R} L
i P 2 B A

s WERRENTAERE AN F 0T BT TAME R, Tl g2 F
g [m] JE

o B MEIEAE MR AE B B A B T 2 Active Directory N 5 43 F1AF U FR ) 4 R PR B

e User Roles

-35-


../../../../../Content/Admin/Roles/Roles.htm

O

Tenable Identity Exposure ¥ &

i# Tenable Identity Exposure £il #& [f] SIEM. SOC 5 SOAR fi#t ik /7 &% &, LIEFRRIF B . B
B4 o] A 3 R B R R H Y.

Bl Syslog # & 11 Bl iy B 4%

i%5 3% fi # X Syslog % &, HUTS Bk H B B 48 45 (I0E) 1Y B g &0

F E B
o &£ HEC# 1% Tenable Identity Exposure 3 /4 Bl Ho At 22 4= P il v 7 2 s 48, LI AT 4210 43
BT o

o BYVRRRE 4 - o7 B W R TR AE B o0 T AT S0 R 1 R
o R ZAEMRE B F AU S, DUSE R A R

« W55 SIEM B8 K. & : ¥ Tenable Identity Exposure & #l Bl SIEM it 25 38 &, 4% Th HE Al 21 15
DUFH I AT AH B P 25 B 1 R

o MAL AR HRE Syslog ¥ kh I By 1k B RN ] 8 , 6 0t 1L 0 A M A 3K
B IRy B 2 1 B B 715 4% (1OE) 3491

o ADCS & B 1) 85 sR 5% 52 - 8 /38 75 AD 78 55 fa) Al #% (1) 58 56, 18 L6 %% 5 1 fE %/~ [ Certified
Pre-owned | i %

7}

>
AR

* GPO $AT 8 4 - /58 51 325 18 T A4 J5L ) N RS 45 2 RS AT B A e AR P RE AU AAT &

o SURFAE PR B A 0 N AR - S5 R A B TN N A4 R R, 38 2 TRBCD 4% T2 5
TR RN AT B A

fit il SOAR ¥ & H 81k [a] i

F] H 31 i Security Orchestration. Automation il Response (SOAR) - &, LLIR 5 TIE & Kk
ITHEBEEME. FEESNT

-36-



O

o ARARIEFE IR F AR B BR LG R AR (IoE) B )4k Rl , R 5 B IRy ) RS B B B BRI
o BT LA LPAT EE T, I AE R R A SRR 2 A Et
o 24 VR B B R - Bl AR DR IR B A B RROE , B O R 2 IR TE

EEHIN: BT A 05 0 5 5 A 5 B H Tenable 528 IR 55 ¥ 88 B G 75 175 B, % 16 46 A
f1 23 R 5 18

-37-



	歡迎使用 Tenable Identity Exposure 主要功能指南
	儀表板
	追蹤流程
	報告中心
	曝險指標
	攻擊指標
	Microsoft Entra ID 支援
	攻擊路徑
	使用者管理
	Tenable Identity Exposure 整合

